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1. Introduction 
 

1.1 The Research Ethics Policy is an enabling policy and seeks to empower individual 
staff and students to take responsibility and negotiate ethical issues arising from their 
research activity in accordance with sector expectations and legal requirements where 
they relate to research ethics. The Policy has been produced following a review of 
existing documentation and practice and consideration of best practice across the 
sector.  

 
1.2 This document comprises the University’s policy on research ethics, the associated 

governance structure, and the process of ethical approval. It is intended to ensure that 
all students and staff members engaged in research are aware of their ethical 
responsibilities, equipped with a set of principles for guiding their conduct, and 
informed of the process by which they can seek ethical approval from the University. 
To avoid any doubt, each individual researcher (staff or student) has responsibility for 
their own actions. Those authorising ethical review applications have the responsibility 
to ensure the researcher (staff or student) has fully considered the ethical implications 
of their research activity prior to commencement and in accordance with the Research 
Ethics Policy. 

 
1.3 Staff and students should familiarise themselves with other policies and strategies that 

are referred to within (or relevant to) the Research Ethics Policy. These include, but 
are not limited to: Financial Regulations, Research Strategy, Health and Safety Policy, 
Public Interest Disclosure Policy, Anti-corruption and Anti-bribery policy, Safeguarding 
Children and Young People, Data Protection Policy, Equality Scheme and the Data 
and Systems Security Policy. These policies can be found on the University website at 
http://www.chi.ac.uk/about-us/how-we-work/policies . 

 
1.4 Research ethics are an important component of the University’s response to the 

Concordat to Support Research Integrity which can be found in Appendix 1. 
 

1.5 The University provides Research Ethics training to its academic staff and research 
students as part of the staff development programme all academic staff and research 
students are advised  to undertake this training as part of their ongoing development 
as researchers. 

 
2. Scope 
 

2.1 This Policy covers all research activity whether it is undertaken by academic staff, 
professional services staff, undergraduate students, postgraduate students, research 
staff, or those in visiting academic or emeritus roles. The University’s definition of 
research is included in the Research Strategy which is available on the University 
website http://www.chi.ac.uk/about-us/mission-and-vision/core-strategies. 

 
5. 2.2 The Policy also includes research undertaken in the context of knowledge transfer 

and consultancy activity (the term ‘research’ is used to include all of these activities)1.  This 
policy and related guidance covers all research activity, however the emphasis is on 
research with human participants. The University does not undertake research on animals. 

                                                      
1 The policy differentiates between ‘research like’ activities requested by a commercial client directly involving the 
client or their associates and requests by a commercial client to undertake research that requires the researcher 
to recruit or otherwise involve third party participants. In the first case ethical approval is not required, the work 
will be governed by appropriate codes of professional practice and Health and Safety policies, in the latter case 
approval from the Research Ethics Committee must be sought before undertaking the work. 

http://www.chi.ac.uk/about-us/how-we-work/policies
http://www.chi.ac.uk/about-us/mission-and-vision/core-strategies
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However, by exception, animals may be involved in research activity. Any researchers who 
consider that the involvement of animals in their research project would be justified are 
required to contact the Research Office at the earliest opportunity. 

 
 
3. Governance 
 

3.1 The Research Ethics Policy seeks to empower individuals to take responsibility and 
negotiate ethical issues arising from their research activity. Within this context the 
University Research Ethics Committee has a duty to undertake ethical review and 
gain approval of research proposals by staff and students of the University of 
Chichester. The Research Ethics Committee may withhold approval for research that 
is not in compliance with the Research Ethics Policy or the ethical guidelines that 
have been agreed by the Research Ethics Committee. The Research Ethics 
Committee reserves the right to remove items that contravene the Research Ethics 
Policy from the University Research Repository and to request that the outcomes of 
research activity made available publically through other media be withdrawn. The 
Committee shall have the authority to investigate breaches of ethical practice in 
research, and may recommend that further investigation is undertaken in line with the 
University’s Disciplinary Policy. 

 
3.2 The Constitution and Terms of Reference of the Research Ethics Committee are 

provided in Appendix 2. Any queries relating to the Research Ethics Committee 
should be addressed in the first instance to the Research Office 
(research@chi.ac.uk). 

 
3.3 If changes in activity, scope, or frame should occur during the course of a study (or 

matters arise after dissemination) that would cause the applicant/researcher to 
answer any of the questions on the Ethical Approval Application form differently, they 
should immediately seek advice from the Research Ethics Committee (via the 
Committee clerk) which reserves the right to consider a revised application for ethical 
approval and to act accordingly.  This may result in the Committee requesting that the 
research activity is temporarily or permanently ceased. 

 
4. Principles of Ethical Conduct in Research  
 

4.1 Ethical issues in research are many and varied, and may be quite complex.  All 
research activity is covered within the scope of this Policy however the emphasis is on 
research that involves human participants. Participants in research are taken to 
include all those involved in the research activity either directly (as someone being 
interviewed or answering a survey) or indirectly (as a member of a group being 
observed, as a public observer to the research activity) and either passively, such as 
when part of an educational context is being observed, or actively, such as when 
taking part in an interview procedure. 

 
4.2 Research involving human participants is undertaken by many different disciplines 

and conducted in a broad range of settings and institutions.  Whilst some issues are 
specific to particular professional groups, all research should be guided by a set of 
fundamental ethical principles to ensure the protection of human participants.   

 
4.3 The principles adopted by the University are: 

 
 Research integrity: Research should be designed, reviewed and undertaken in 

ways which ensure integrity and quality. The concept of ‘research integrity’ covers 

mailto:research@chi.ac.uk
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honesty, rigour, transparency and open communication and care and respect for 
all participants in research2 (Sections 5-9). 
 

 Effective provision of information: Participants in research should be provided with 
as much information as possible about the purpose, methods and intended 
possible uses of the research, what their participation in the research entails and 
what risks are involved. This information should be provided in a timely manner 
and through a medium appropriate to the participant and the setting. Appropriate 
information should also be provided to any third parties (e.g. legal guardians, 
carers; Section 6).  
 

 Voluntary consent and freedom to withdraw: Research participants must 
participate in a voluntary way, free from coercion. Furthermore, they must be able 
to withdraw themselves from the study at any time without giving a reason 
(Section 6).  
 

 Confidentiality and anonymity: The confidentiality and anonymity of the 
information supplied by participants must be respected and treated in accordance 
with appropriate legislation (Section 7).  
 

 Maximising Benefit and Minimising Harm: Researchers should seek to maximise 
the benefits of their work at all stages, from inception through to dissemination. 
Underpinning these principles is the ethical imperative of DO NO HARM 
(nonmalficence ) and, if possible, DO GOOD (beneficence). Consideration of risks 
versus benefits needs to be carefully weighed up by researchers (Section 5). 
 

 Independence of research: Conflicts of interest between the aims of the research 
and interests of the researcher and those of the participant should be avoided (or 
made explicit and transparent) as should any potential conflict of interests of 
those reviewing applications for ethical approval (Section 9). Such conflicts might 
arise where there are pre-existing relationships between the researcher and 
participants e.g. tutor and student, coach and player, friend or family member, or 
in externally funded research where a funder’s/client’s interests might be 
negatively affected by the research findings. 

 
4.4 Further information and guidance about the issues underpinning these principles are 

set out in sections 5 to 9 below. Section 10 explains the process of formally gaining 
ethical approval for research projects. Section 11 gives a brief overview of principles 
governing the Financial Regulations as they relate to research activity.  The 
appendices include the essential forms and procedural guidance for implementing the 
Research Ethics Policy. 

 
5. Understanding Risk in relation to Research Ethics   
 

5.1 Risk can be defined as the potential physical or psychological harm, discomfort or 
stress to human participants that a research project may generate.3 These include 
risks to the participant’s personal social status, privacy, personal values and beliefs, 
personal relationships, as well as the adverse effects of the disclosure of illegal, 

                                                      
2 See Universities UK, The Concordat to support research integrity (2012) 
3 This section draws heavily from the section on risk in the British Psychological Society Code of Human 
Research Ethics (http://www.bps.org.uk/sites/default/files/documents/code_of_human_research_ethics.pdf). 
Permission has been provided by the BPS for this usage. Copyright remains with BPS for text that is reproduced. 
Date accessed: 28/08/2013, date permission granted: 23/05/2013.  

http://www.universitiesuk.ac.uk/highereducation/Documents/2012/TheConcordatToSupportResearchIntegrity.pdf
http://www.bps.org.uk/sites/default/files/documents/code_of_human_research_ethics.pdf
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sexual or deviant behaviour. Research that carries no physical risk can nevertheless 
be disruptive and damaging to research participants (both as individuals or whole 
communities/categories of people). It is important to acknowledge that it can be 
difficult to determine all potential risks at the outset of a piece of research. However, 
researchers should endeavour to identify and assess all possible risks and develop 
protocols for risk management as an integral part of the design of the project, and 
ensure that appropriate levels of ethics review are applied.  

 
5.2 The following research would normally be considered as involving more than minimal 

risk: 
 

 Research involving vulnerable groups (such as children aged 16 and under; those 
lacking capacity; or individuals in a dependent or unequal relationship); 

 Research involving sensitive topics (such as participants’ sexual behaviour; their 
legal or political behaviour; their experience of violence; their gender or ethnic 
status); 

 Research involving a significant element of deception; 
 Research involving access to records of personal or confidential information 

(including genetic or other biological information); 
 

 Research involving access to potentially sensitive data through third parties (such 
as employee data); 

 Research that could induce psychological stress, anxiety or humiliation or cause 
more than minimal pain (e.g. repetitive or prolonged testing); 

 Research involving invasive interventions (such as the administration of drugs or 
other substances, vigorous physical exercise or techniques such as 
hypnotherapy) that would not usually be encountered during everyday life; 
 

 Research that may have an adverse impact on employment or social standing 
(e.g. discussion of an employer, discussion of commercially sensitive information); 

 Research that may lead to ‘labelling’ either by the researcher (e.g. categorisation) 
or by the participant (e.g. ‘I am stupid’, ‘I am not normal’); 

 Research that involves the collection of human tissue, blood or other biological 
samples. 

 
5.3 Some research may pose risks to participants in a way that is legitimate in the context 

of that research and its outcomes. For example, research to reveal and critique 
fundamental economic, political or cultural disadvantage and exploitation may involve 
elements of risk. Further, some research may be considered legitimate if the longer-
term gains outweigh the short-term immediate risks to participants (provided that 
these risks are minimal and neither have lasting effects nor induce prolonged personal 
discomfort). In instances where an element of risk is an unavoidable component of the 
research design, a detailed case outlining the cost-benefit analysis and the risk 
management protocol should be included in the application for ethical approval 
submitted to the Research Ethics Committee. 

 
5.4 Researchers also face a range of potential risks to their safety.  Researchers need to 

consider safety issues in the design and conduct of research projects and adopt 
procedures to reduce the risk to themselves. 

 
5.5 The researcher must be able to justify her/his procedures, explaining why alternative 

approaches involving less risk cannot be used. 
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6. Informed Consent 
 

The principle of informed consent is based on research participants being provided with as 
much information as possible about the research in which they are being asked to participate 
and to give explicit voluntary consent on the basis of having understood that information.  

 
This information should be provided in a timely manner and through a medium appropriate to 
the participant and the setting. Appropriate information should also be provided to any third 
parties (e.g. legal guardians, carers). 

 
6.1 Provision of Information 

 
6.1.1 The researcher should normally provide participants with clearly communicated 

information in advance of their participation. Participants should be given plenty of 
time to study the project’s information sheet and consult other relevant parties, should 
they so wish. 

 
6.1.2 Typically the researcher will explain her/his procedures on an information sheet, 

written in language and style appropriate to potential research participants and the 
setting. 

 
6.1.3 The information sheet should set out: the purpose of the investigation; the procedures; 

the potential risks and benefits, if any, to the individual or to others in the future or to 
society; any discomfort, inconvenience or longer term effects that may be endured; 
the measures to be taken should adverse effects arise; a statement that individuals 
may decline to participate and are free to withdraw from the study at any time during 
the study without giving a reason; a reassurance that their confidentiality will be 
maintained; contact details of the researcher, an invitation to ask further questions; 
and information about how the research data will be stored and used (now and in the 
future). Participants must be informed at the outset of the study of the point in time 
after which it would be impractical to withdraw their data from the study (e.g. following 
publication of study data and/or conclusions). An information sheet template is 
provided in Appendix 3. 

 
6.1.4 It is important to ensure that participants are fully debriefed following their participation 

in the study.  This will provide an opportunity to inform participants of the procedures 
and outcomes of the research, and to provide assurances on areas such as 
confidentiality, anonymity, and retention of data.  Participants should have information 
on how to contact the researcher. They should also be made aware that they are able 
to do this for a prescribed period after the research has been completed.  In the case 
of studies where information is withheld, the debriefing process will also provide the 
opportunity to inform participants of the full nature of the research, to identify any 
unforeseen harm, discomfort or misconceptions, and in order to arrange for 
assistance as needed.  It will also include a post-hoc consent option. 

 
6.2 Misleading or withholding information 

 
6.2.1 The researcher should avoid misleading participants wherever possible. It is 

recognised that there is an important distinction between a) withholding information 
from participants and b) deliberately misleading participants; the latter giving rise to 
more varied and complex ethical issues.  Examples of the two methods are outlined in 
paragraph 6.2.3. 

 
6.2.2 Only in certain exceptional circumstances where withholding of information or 

misleading participants is necessary to preserve the integrity of research or the 
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efficacy of professional services, will this be acceptable. In such cases, participants 
should be fully debriefed and where possible post-hoc consent obtained – please see 
paragraph 6.1.4 above.  Further guidance and information from the sector on 
misleading of participants during research is available on request from the Research 
Office (research@chi.ac.uk). 

 
        6.2.3 Examples of withholding information and intentionally misleading participants: 
 

Withholding information  
from participants Intentionally misleading participants 

Example: In research involving the use 
of video equipment, the participant 
would be told that videoing will be 
used, but participants will not know 
when this is will happen. 

Example: A management researcher interested 
in the influence of religion, science, and politics 
on consumer decisions might present 
participants with quotes attributed—sometimes 
falsely—to real, well-known figures from these 
different fields, before testing whether the 
different quote attributions influence subsequent 
consumer decision making. True attribution will 
be made clear to participants at the end of the 
study. 
 

 
 

6.3 Participant consent 
 

6.3.1 Researchers should ensure that every person from whom data is gathered for the 
purposes of research consents freely to the process on the basis of adequate 
information. They should be able, during the data gathering phase, freely to withdraw 
or modify their consent and to ask for the destruction of all or part of the data that they 
have contributed. The way in which consent is sought from people to participate in or 
otherwise contribute data for research should be appropriate to the research topic and 
design, and to the ultimate outputs and uses of the analyses. It should recognise in 
particular the wide variety of data types, collection and analysis methods, and the 
range of people’s possible responses and sensitivities. The principle of proportionality 
should apply, such that the procedures for consent are proportional to the nature of 
participation and the risks involved. In certain types of research obtaining consent 
from every individual present is neither practical nor feasible (e.g. observing behaviour 
in public places, attending large meetings, observing discussions on the internet). 
Research of this kind stretches the definition of what it actually means to be a human 
participant in research. In research of this kind researchers should ensure the 
following:  
 such research is only carried out in public contexts, defined as settings which do 

not require any particular negotiations or agreements in order to gain access to 
them;  

 if relevant, approval is sought from the relevant authorities;  
 if relevant, appropriate stakeholders are informed that the research is taking 

place;  
 specific individuals should not be identified, explicitly or by implication, in any 

reporting of the research, other than public figures acting in their public capacity 
(as in reporting a speech by a named individual, for example); and  

 attention is paid to local cultural values and to the possibility of being perceived as 
intruding upon, or invading the privacy of, people who, despite being in an open 
public space, may feel they are unobserved. 

 

mailto:research@chi.ac.uk
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6.3.2 Researchers should ensure that the protocol they follow for seeking, taking and 
recording consent is appropriate to local customs, legal frameworks and cultural 
expectations, and to the nature of the research and its topic, while adhering to the 
principle of validity. While written consent, as described below, will be the usual 
approach, other methods, such as audio-recorded verbal consent or implied consent 
(for example in choosing to input responses to an anonymous online survey on a non-
sensitive subject), may be preferable if based on a careful consideration of the 
research context. It is always important that consent should be documented in an 
auditable record. 

 
6.3.4 Participants should be free from coercion of any kind and should not be pressured to 

participate. Coercion infringes the human right to autonomy and coerced participation 
compromises the validity of research data. 

 
6.3.5 Inducements such as special services or financial payments or other inappropriate 

motivation should usually be avoided.  Reimbursement of participants’ expenses, for 
example for travel, is not payment in the sense of reward, and can be provided.  It is 
also reasonable to provide participants with a small gratuity to cover their time but this 
should be done cautiously and with consideration in order to avoid setting up a culture 
of expectation. However, explicit formal permission from the University to pay 
respondent expenses will be required and advice/guidance on this issue should be 
sought from the Director of Research. Compensation for damage, injury or loss of 
income should not be considered inducements. Risks involved in participation should 
be acceptable to participants, even in the absence of inducement. See Section 11 
Financial Regulations: Gifts, Hospitality and Register of Interests. 

 
6.3.6 Participants must be free to withdraw from the study at any time. If participants appear 

uncomfortable, the researcher should respond sensitively and re-iterate the right of 
participants to withdraw if they so wish. 

 
6.3.7 The researcher needs to ensure that participants understand the purpose and nature 

of the study, what participation in the study entails, and what benefits are intended to 
result from the study (see section 6.1 on Provision of Information). 

 
6.3.8 The researcher has responsibility for seeking on-going consent during the study, 

where relevant, for example where the study is in several phases or if it is conducted 
over an extended period.  

 
6.3.9. Consent, whether in a verbal recording, electronic or hard copy form, should include 

an explicit statement confirming that information about the research has been given to 
the participant and has been understood. It is important that participants do not 
misunderstand any collection of health-related data from them as constituting any 
form of medical screening. Such misapprehensions might lead them to be less vigilant 
in relation to seeking medical attention for risks or symptoms of illness.  

 
6.3.10 Normally, where written consent is taken, two copies of a consent form should be 

signed by the researcher and the consenting participant, and/or their parent/guardian. 
One copy should be retained by the participant and the other stored by the 
researcher. The copy retained by the participant should give contact details of a 
person who may be contacted in the case of any queries arising. For certain types of 
research, for example where there are identifiable risks, it will also be appropriate for 
the consent to be witnessed and signed by an independent third party. All records of 
consent, including audio-recordings, should be stored in the same secure conditions 
as research data, with due regard to the confidentiality and anonymity protocols of the 
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research which will often involve the storage of personal identity data in a location 
separate from the linked data. 

 
6.3.11 Investigators should realise that they are often in a position of real or perceived 

authority or influence over participants. For example, they may be gathering data from 
their students, employees or clients, from prisoners or from other detained or 
vulnerable people. This relationship must not be allowed to exert pressure on people 
to take part in or remain in an investigation and the potential for a power relationship 
to bias the data should be considered. Similarly, where people in positions of power 
over potential participants, for example school teachers or prison staff, serve as 
gatekeepers or recruiters for research, the potential for coercion arising from the 
power relationships should be recognised and steps taken to avoid it. 

 
6.4 Third party consent 

 
6.4.1 When third parties, for example parents, teachers or health care professionals, are 

directly involved in the care, education or treatment of potential participants, their 
informal consent should also be sought. In such cases, informal consent should 
involve sharing of information about the project.  

 
6.4.2 If the research is likely to interfere with the treatment or care being provided by a third 

party, they must be fully involved and give written consent to participate. In certain 
situations the affiliation of participants to particular organisations or special groups, 
such as educational institutions or hospitals, may necessitate the granting of 
permission to conduct the research project.  In such cases any relevant policies or 
guidelines should be followed.  For example, researchers wishing to undertake health 
or social care research with providers of those services may need to seek further 
ethical approval through the Integrated Research Application System (IRAS). This 
process is detailed and rigorous and may take several weeks or even months to 
complete.  Researchers should contact the Director of Research if they think that they 
need to gain IRAS approval in addition to University Research Ethics Committee 
approval. See http://www.hra.nhs.uk/resources/applying-for-reviews/integrated-
research-application-system-iras/ . Similarly, work with prisoners may also require 
approval from the National Offender Management Service  
http://www.justice.gov.uk/about/noms and work with the military may require approval 
from Ministry of Defence Research Ethics Committees (MODREC) 
(http://www.science.mod.uk/engagement/modrec/modrec.aspx). In the specific case 
of working with the Ministry of Defence, the Research Ethics Committee may base its 
consideration and approval on the documentation submitted and approved at the 
appropriate MoD ethical committee together with a cover letter that addresses any 
other issues pertinent to the University’s Research Ethics Policy but not covered in the 
documentation provided to the MoD. 

 
6.4.3 There may also be indirect participation by people other than research subjects per 

se. Any research may take place in proximity to passers-by and bystanders, if not 
attracting an actual audience; this is particularly true for field research, which takes 
place outside laboratories, classrooms or other environments dedicated to research. 
These people are indirect participants in that they are, potentially at least, open to 
effects, whether positive or negative, deriving from the research in progress in their 
vicinity. Whilst explicit consent of such indirect participants is not required their safety 
and well-being should always be considered. 

 
6.4.4 In auto-ethnography, the researcher uses her/his own life experience as a primary 

source of data. Since no life is lived in isolation, information about other people can 
never be completely excluded from auto-ethnography. These other people are, 

http://www.hra.nhs.uk/resources/applying-for-reviews/integrated-research-application-system-iras/
http://www.hra.nhs.uk/resources/applying-for-reviews/integrated-research-application-system-iras/
http://www.justice.gov.uk/about/noms
http://www.science.mod.uk/engagement/modrec/modrec.aspx
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therefore, indirect participants, raising questions about their opportunity to exercise 
informed consent with respect to the nature of their representation in auto-
ethnographic material. 

 
6.5 Seeking consent from vulnerable groups 

 
6.5.1 For children under 16 years of age and for other persons where capacity to consent 

may be impaired the additional consent of parents or those with legal responsibility for 
the individual should normally also be sought. In special circumstances such as where 
it may be important that views of such participants or findings about them should not 
be suppressed, the rationale for not seeking parental consent should be clearly stated 
and approved by the Research Ethics Committee.  

 
6.5.2 To the extent that it is feasible, which will vary with age, the willing consent of 

participants who are also children should be sought. Generally, children over age 16 
may be assumed to be capable of giving informed consent.  

 
6.5.3 In the case of very young children, and persons with very limited competence, their 

assent should be regularly monitored by sensitive attention to any signs, verbal or 
non-verbal, that they are not wholly willing to continue with the data collection. A 
template for an assent form for younger children is provided in Appendix 3. The 
assent form is designed in such a way that children with limited reading and 
comprehension skills can confirm that they are happy to take part in the study.  This 
should be used in conjunction with the consent form (for parents / guardians), also in 
Appendix 3.  

 
6.5.4. In relation to the gaining of consent from children and young people in school or other 

institutional settings, where the research procedures are judged by a senior member 
of staff or other appropriate professional within the institution to fall within the range of 
usual curriculum or other institutional activities, and where a risk assessment has 
identified no significant risks, consent from the participants and the granting of 
approval and access from a senior member of school staff legally responsible for such 
approval can be considered sufficient (e.g. Head teacher acting in loco parentis). 
Where these criteria are not met, it will be a matter of judgement as to the extent to 
which the difference between these criteria and the data gathering activities of the 
specific project warrants the seeking of parental consent from children less than 16 
years of age and young people of limited competence.  

 
6.5.5 If the Head teacher (or equivalent) is asked to provided consent in loco parentis, the 

researcher should consider if the parents should also be informed of the research 
(e.g. by letter) and given the opportunity to state if they do not wish their child to 
participate.  If they decide that parents do not need to be informed they should make 
clear in the application for ethical approval as to the basis of this decision.   

 
6.5.6 Researchers (staff and students) need to be aware that where their work at the 

University involves them in having unsupervised access to children and/or vulnerable 
adults a Disclosing and Barring Service (DBS) (previously Criminal Records Bureau 
(CRB)) check is always required4. Staff should contact Human Resources, and 
students should contact Admissions without delay, if you think that you may need to 
apply for a DBS check. Please note that the DBS check can take up to six weeks to 

                                                      
4 https://www.gov.uk/disclosure-barring-service-check/overview 

https://www.gov.uk/disclosure-barring-service-check/overview
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process and there is a fee to pay. All work must adhere to the requirements of the 
University Under-18s Policy – Safeguarding Children and Young People5.  

 
6.5.7 Special care should be taken where research participants are particularly vulnerable 

by virtue of factors such as age, disability, their physical or mental health. The 
researcher needs to take into account the legal and ethical complexities involved in 
those circumstances where there are particular difficulties in eliciting fully informed 
consent. In some situations, proxies may need to be used in order to gather data. 
Where proxies are used, care should be taken not to intrude on the personal space of 
the person to whom the data ultimately refer, or to disturb the relationship between 
this person and the proxy. Where it can be inferred that the person about whom data 
are sought would object to supplying certain kinds of information, that material should 
not be sought from the proxy. 

 
6.5.8 The researcher needs to consider carefully the quality of consent of participants in a 

potentially dependent or pre-existing relationship with him/her (for example, patients, 
school pupils or employees) as willingness to volunteer may be unduly influenced by 
the expectation of benefits for compliance or fear of repercussions for refusal. 

 
6.5.9 Researchers should be very careful about taking photographs of research 

participants. Photographs of children should only be taken when explicit and written 
consent has been obtained from the parent or legal guardian. The storage of all such 
photographs and digital media must be secure and the parent/legal guardian advised 
in detail about their storage. Researchers are advised not to publish photographs 
(neither in hard copy nor electronically) with children in them. Participants in any 
published photograph must not be identifiable without explicit consent. 

 
7. Confidentiality and Data Protection 
 

7.1 The researcher should strive to maintain participants’ confidentiality and anonymity 
and should not reveal the identity of any participant, nor any information which may 
lead to the identification of any participant, without obtaining explicit prior consent. 
Researchers should be aware of how a particular configuration of attributes can 
frequently identify an individual beyond reasonable doubt; and it is particularly difficult 
to disguise, say, office-holders, organisations, public agencies, ethnic groups, 
religious denominations without so distorting the data as to compromise scholarly 
accuracy and integrity. 

 
7.2 The researcher and any collaborators should manage all data obtained through the 

project so as not to compromise the dignity of participants or infringe upon their rights 
to privacy.   Guarantees of confidentiality and anonymity given to research 
participants must be honoured, unless there are clear and over-riding reasons to do 
otherwise, for example, in relation to the abuse of children (see 7.13-7.15 on 
Disclosure).  In research with children, researchers should have regard for issues of 
child protection and make provision for the potential disclosure of abuse.  Specialist 
advice should be sought where relevant.  

 
7.3 When personal identifiers are used in a study, the researcher should explain why this 

is necessary and how confidentiality will be protected. 
 

                                                      
5 http://www.chi.ac.uk/sites/default/files/11Under18spolicy.pdf 
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7.4 The researcher should endeavour to anticipate problems likely to compromise 
anonymity and follow procedures for protecting the confidentiality of participants, such 
as: 

 
 Taking precautions to maintain confidentiality when taking field notes or 

observations such as recording only data/information that is pertinent to the study, 
using pseudonyms and coding 

 Securing statements of commitment to confidentiality from individual research 
personnel (e.g. those undertaking transcription or translation) 

 Using pseudonyms to protect the identity of participants 
 Storing data with identifying information in a locked file or password 

protected/encrypted area on your computer. Access to these files must be 
restricted to the researcher or (in agreed cases) the designated members of a 
research team 

 Using codes for identifying participants when transcribing tapes, deleting the 
tapes on completion of transcription 

 Carefully disposing of information that could reveal participants, for example by 
shredding or placing in confidential waste at the University, rather than disposal in 
wastebaskets or recycling. 

 
7.5 Researchers should take special care when carrying out research via the Internet or 

mediated by the internet, whether it be observation of internet dialogues, use of 
images or data from the internet, or conducting online surveys and/or participant 
recruitment.  Ethical standards for Internet research is a fast developing field6. Eliciting 
informed consent, negotiating access agreements, assessing the boundaries between 
the public and the private, and ensuring the security of data transmissions are all 
problematic in Internet research.  Researchers who carry out research online should 
ensure they are familiar with on-going debates on the ethics of Internet research, and 
should err on the side of caution in making judgements affecting the well-being of 
online research participants. The British Psychological Society has published a guide7 

on Internet-Mediated-Research (IMR) which researchers are advised to use in 
planning their research and seeking ethical approval. Do also refer to the University’s 
Data Systems and Security policy available on the University’s webpage. 

 
7.6 If you wish to access material for research purposes that might be regarded as 

particularly sensitive, indecent, offensive or obscene then you should gain written 
approval from your Head of Department and then approach IT services so that 
appropriate arrangements can be made for access. 

 
7.7 Care should be taken when taking photographic or film images of research 

participants or indeed any member of the public. Images and other digital media of 
identifiable individuals should only be taken when explicit and written consent has 
been obtained. The storage of all such visual images must be secure and the 
participants advised in detail about the storage any photographs. Researchers are 
advised not to publish photographs (neither in hard copy nor electronically) which 
allow individuals to be identified unless they have the written consent of those 
participants. 

 
7.8 The researcher must be aware of the different legislation that covers data protection, 

confidentiality and disclosure. This legislation includes the Common Law Duty of 

                                                      
6 http://aoir.org/reports/ethics2.pdf and http://plato.stanford.edu/entries/ethics-internet-research/ 
7http://www.bps.org.uk/system/files/Public%20files/inf206-guidelines-for-internet-mediated-research.pdf 

http://aoir.org/reports/ethics2.pdf
http://plato.stanford.edu/entries/ethics-internet-research/
http://www.bps.org.uk/system/files/Public%20files/inf206-guidelines-for-internet-mediated-research.pdf
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Confidentiality8 which describes those circumstances under which disclosure of 
confidential information would be lawful (e.g. when consent has been obtained, to 
safeguard individuals or others, when disclosure is clearly and justifiably in the public 
interest, or when there is a court order requiring disclosure). Other relevant legislation 
includes the Data Protection Act 19989 which makes provision for the regulation of the 
processing of information relating to individuals, including the obtaining, holding, use 
or disclosure of such information. In addition, researchers should familiarise 
themselves with the University Data and Systems Security Policy and Data Protection 
Policy.10  Sections 9 (Data Security) and 10 (Retention of Data) of this policy are 
particularly pertinent as is Section 6 of the Data Protection Guidelines for University 
Staff (Appendix 4 of the University’s Data Protection Policy).  

 
7.9 The researcher needs to be aware of the risks to anonymity, privacy and 

confidentiality posed by personal information storage and processing, including 
computer and paper files, e-mail records, audio and videotapes, or any other 
information that directly identifies an individual. 

 
7.10 The researcher needs to inform participants about what kinds of personal information 

will be collected, what will be done with it, and to whom it will be disclosed. 
 

7.11 If the researcher is collecting, storing, using, disclosing or destroying identifiable 
personal information about deceased individuals, then they should ensure that they 
comply with the legal requirements of the Common Law Duty of Confidentiality (See 
above), the Data Protection Act does not apply to the deceased. This can be a grey 
area and researchers are advised to contact the Research Office for further advice if 
they are unsure of what is required. 

 
7.12 The researcher should make provision for data security at the end of a project.  

Furthermore the researcher should be aware of the University’s Research Data 
Management Policy (available on the Research Moodle) which requires that data from 
publicly funded research should be made publicly available. Please contact the 
University’s nominated Data Protection Officer (dpofficer@chi.ac.uk) if you have any 
queries relating to Data Protection and the Research Office if you have queries 
relating to the Research Data Management Policy research@chi.ac.uk . 

 
 

 Disclosure (see Appendix 4 for reference) 
 

7.13 Researchers who judge that the effect of the agreements they have made with 
participants, on confidentiality and anonymity, will allow the continuation of illegal 
behaviour, which has come to light in the course of the research, must carefully 
consider making disclosure to the appropriate authorities. If the behaviour is likely to 
be harmful to the participants or to others, the researchers must also consider 
disclosure. Insofar as it does not undermine or obviate the disclosure, researchers 
must apprise the participants or their guardians or responsible others of their 
intentions and reasons for disclosure. 

 
7.14 At all times the decision to override agreements on confidentiality and anonymity must 

be taken after careful and thorough deliberation. In such circumstances it is in the 
researchers’ interests to make contemporaneous notes on decisions and the 

                                                      
8 http://www.dhsspsni.gov.uk/gmgr-annexe-c8 
9 http://www.legislation.gov.uk/ukpga/1998/29/contents 
10 http://www.chi.ac.uk/sites/default/files/31DataSystemsSecurityPolicy2011.pdf  

http://www.chi.ac.uk/about-us/how-we-work/policies/it-and-information-policies
http://www.chi.ac.uk/about-us/how-we-work/policies/data-protection
http://www.chi.ac.uk/about-us/how-we-work/policies/data-protection
mailto:research@chi.ac.uk
http://www.dhsspsni.gov.uk/gmgr-annexe-c8
http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.chi.ac.uk/sites/default/files/31DataSystemsSecurityPolicy2011.pdf


The University of Chichester 
 
 

 

Research Ethics Policy – May 2016  Page 15 of 21 
 

 

 

reasoning behind them, in case a misconduct complaint or other serious consequence 
arises. 

 
7.15 Researchers should also observe the policies for disclosure and/or whistleblowing of 

any partner organisations and take appropriate precautions in liaison with those 
organisations. Further information on these matters can be found in the University’s 
Public Interest Disclosure Policy, and the policy on Safeguarding Children and Young 
People. 

 
8. Dissemination of Research Findings and Intellectual Property 
 

8.1 All research proposals should include a plan for the dissemination of findings. The 
researcher should offer all participants and relevant stakeholders’ access to a 
summary of the research findings. The University is supportive of Open Access and 
believes that publicly funded research should be made available and accessible to the 
public. Furthermore, in accordance with the University’s Research Data Policy publicly 
funded research should be made publicly available. Further information on Research 
Data and Open Access are available on the Research Moodle. 

 
8.2 Reports to the public should be clear, understandable and accurately reflect the 

significance of the study. A useful guide is to write in a style that is likely to be 
understood by a 14 year old. 

 
8.3 Researchers need to clarify the ownership and potential exploitation of intellectual 

property prior to the commencement of the research – please see the Intellectual 
Property (IP) Policies for staff and students. - http://www.chi.ac.uk/about-us/how-we-
work/policies/academic-standards-policies . 

 
9. Considerations prior to Applying for Ethical Approval 
 

When beginning the process of seeking ethical approval please consider the following, in 
addition to the other requirements of the Policy. 

 
9.1 Health and Safety, Disclosure and Barring Service checks, lone working 

 
9.1.1 Health and Safety - Any potential health and safety implications for all research 

participants and researchers should be identified and mitigated.  All projects must 
adhere to the University’s Health and Safety Policy.  Risk Assessment templates and 
protocols for specific activities are available on the University intranet.  The University 
Health and Safety Officer is able to advise. For further advice on health and safety 
issues relevant to research activity please refer to Appendix 5. In some 
circumstances, e.g. use of Sport Sciences laboratories there may be other protocols 
and approvals that are required before commencing research; please refer to the local 
guidance. 

 
9.1.2 Disclosure and Barring Service checks – Where the research involves the 

participation of vulnerable groups, such as older people, the young (under 18), or the 
sick, a Disclosure and Barring Service (DBS) check will be required before the 
research can commence (see also section 6.5). 

 
9.1.3 Sometimes a research project may require the researcher to undertake one to one 

interviews or activities with their research participants, or put themselves in unfamiliar 
places with others who might be vulnerable or potentially aggressive.  Alternatives 
that don’t require the researcher to be in a 1:1 situation in a secluded unfamiliar place 

http://www.chi.ac.uk/about-us/how-we-work/policies/academic-standards-policies
http://www.chi.ac.uk/about-us/how-we-work/policies/academic-standards-policies
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(e.g. the participants home) should always be considered, for example being 
accompanied by a colleague or holding the meeting in a public place. It is important 
that researchers consider the potential risks, discuss these with their supervisor or line 
manager and put in place appropriate measures to minimise risks. The Lone Working 
Risk Assessment template is available on the Health and Safety pages of the 
University’s intranet along with the University’s Lone Working Policy and Lone 
Working Guidance Precautions that should be considered are:  
 Take a personal alarm (and check that it is in working order) 
 Take a mobile phone and leave it on during the fieldwork/visit (consider if phone 

reception will be an issue, if so make alternative arrangements) 
 Agree an itinerary for any fieldwork/visits and lodge this with a nominated contact 

at the department (e.g. supervisor, line manager, colleague), agree with the 
nominated contact person the arrangement for the lone worker ‘checking-in’ and 
any action should any agreed check-in points be missed. The researcher should 
stick to the agreed itinerary or agree changes with the nominated contact person 
prior to the fieldwork/visit.  

 The researcher should anticipate the risks that might arise and rehearse their 
response to those situations as far as practicable,  

 Use exit strategies – have a pre-planned way to excuse yourself from a difficult 
situation. 

 If at any time you feel unsafe or vulnerable then cease the activity and return to a 
place where you feel safe. Your safety is the primary concern, which should be 
placed above completion of research tasks. 

 
9.1.5 If you are conducting fieldwork abroad, then working alone and remote from 

colleagues is to be discouraged as far as possible. Where it is not practicable to avoid 
it, lone working should only be sanctioned after a thorough assessment of the risks 
has been carried out (see also Appendix 5: Health and Safety).   

 
9.1.6 Further information on personal safety for lone workers can be found on the Suzy 

Lamplugh Trust website http://www.suzylamplugh.org/personal-safety-tips/ . 
 
 

9.2 Insurance, contracts, financial management and conduct 
 

9.2.1 Professional indemnity – Professional indemnity insurance provides cover for claims 
brought against the policyholder due to their professional negligence. The University 
has Professional Indemnity cover in place to a value of £5,000,000. Any queries 
relating to the University’s insurance policy should be addressed to the Finance 
Department.  Any queries relating to research or consultancy contracts should be 
addressed to the Finance Department. 

 
9.2.2 Consultancy contracts – Research activity might include either working as a 

consultant for a client or using external consultants to carry out work on the 
University’s behalf.  The University has a standard contract that can be amended to 
cover this activity. Some clients will have their own standard contracts. You are 
required to liaise with the Research Office at the earliest opportunity if you have any 
query relating to research contracts.  If the project has more than one funder then do 
consider any potential conflicts of interest that might arise due to different terms, 
conditions and provisions of each of the funders. 

 
9.2.3 Financial management of research projects. All research should be appropriately 

costed in accordance with University procedures. Researchers should contact the 
Research Office in the first instance for this to occur.  Researchers should ensure that 
all individual projects are completed on time and within the agreed budget; records 

http://www.suzylamplugh.org/personal-safety-tips/
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should be made available as and when required. Support can be given through the 
Research Office when applying for funding. 

 
9.2.4 Fraud and misconduct - Procedures will be in place to ensure that fraud and 

misconduct do not occur in any research project.  These procedures are covered by 
the Financial Regulations, Disciplinary Policy, Academic Regulations, and within this 
policy (depending upon the nature of the activity). If individuals have concerns about 
research conduct they should refer to the Public Interest Disclosure Policy and 
Procedure.   

 
9.3 Potential damage to the University’s reputation 

 
9.3.1 The Committee supports individual academic freedom. Some research projects may 

engage the researcher in particularly sensitive or politically charged issues that could 
potentially harm the reputation of the University (e.g. work with a tobacco company, 
work involving a country with a poor human rights record). It is the Committee’s 
responsibility to consider such projects and, where possible, to support the researcher 
in managing and mitigating potential reputational impacts. The Committee cannot 
withhold approval for matters relating to reputation however it has an obligation to 
alert the Chief Executive’s Team if at any time they are concerned about potential 
negative reputational impact arising from research. 

 
9.3.2 Bringing the institution into disrepute as a result of behaviour is not within the remit of 

this policy. This is covered in the Academic Regulations (Clause 3.1(m)) and in 
relevant HR Policies (e.g. Disciplinary Policy and Procedure, Appendix A)). 

 
10. Application for Ethical Approval: Process and Categorisation 
 

This section outlines the processes and procedures for seeking formal ethical approval for 
research. All staff and students must adhere to the University policies and procedures related 
to research. The process of Application for Ethical Approval is demonstrated in Appendix 6. 
Completed applications will be kept for five years after approval. 

 
10.1.1 Staff and postgraduate research students will complete Application for Ethical 

Approval and submit it to the Ethical Approval Sub-group for review (Category B) / 
note by the Clerk (Category A), once it has been approved by the relevant authoriser.  
Please refer to Appendix 7. 

 
10.1.2 Undergraduate students and postgraduate taught students at Masters level will 

complete the Application for Ethical Approval form and submit it to their 
supervisor/tutor for categorisation as Category A or Category B. Category B forms will 
be submitted to the Ethical Approval Sub-Group as with staff and postgraduate 
research forms. Category A forms will be stored locally and logged on a spread-sheet 
by the programme coordinator or nominated academic. 

 
10.1.3 Activities conducted in the context of research are categorised according to the 

potential to cause harm.  Applications categorised as ‘B’ may demonstrate a risk of 
harm and come under greater Specific guidance on categorisation into ‘A’ or ‘B’ is 
provided below: 

 
10.1.4 An activity is likely to be classified as Category ‘A’ if: 

a.  It is a research study that does not involve a vulnerable group, or that 
engenders no additional risk of distress or harm to the participants or 
researcher and does not involve material that might be considered particularly 
sensitive.  
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b. For studies that may involve a vulnerable group, it is part of routine activity 
which involves persons with whom the applicant normally works and that 
activity does not engender any additional distress or risk of harm e.g. 
Teachers working with children in a classroom setting, sports coaches 
working with youth sports teams, or research involving students in an 
academic setting (see section 6.5 on working with vulnerable groups). 

 
10.1.5 An activity is likely to be classified as Category ‘A+’ if: 

a.  It is a single or double blind research design undertaken that entails no other 
  reason for the project to be classified as Category B other than the  
  withholding of information / intentional deceit. 

 
 10.1.6 An activity is likely to be classified as Category ‘B’ if: 

a. It involves a vulnerable group such as children, people with a disability, or 
those with a mental health problem, who are not persons with whom the 
applicant normally works  

b. It is likely to produce distress or anxiety in participants beyond what would 
normally be expected in working with them  

c. It involves misleading participants as part of the methodology. For example, a 
management researcher interested in the influence of religion, science, and 
politics on consumer decisions might present participants with quotes 
attributed—sometimes falsely—to real figures from these different fields, 
before testing whether the different quote attributions influence subsequent 
consumer decision making 

d. It involves withholding information from participants as part of the 
methodology, for example, in research involving the use of video equipment, 
where the participant would be told that videoing will be used, but not told 
when this will happen 

e. It puts the researcher at risk of harm or distress beyond what would normally 
be expected in working with them 

f. It involves material that might be considered sensitive within the context of the 
Terrorism Act 2006 or the Prevent Duty in the Counter-Terrorism and Security 
Act 2015 

g. It could lead to reputational risk to the University such as working with a 
tobacco company or a country with a questionable human rights record. 

 
The authoriser and/or the Committee may judge applications to be categorised as ‘B’ 
or refuse to approve them for other reasons than those listed above. 

 
10.1.7 Researchers should be aware that while this set of principles will assist them to 

anticipate in advance ethical dilemmas which may arise, managing such dilemmas is 
an on-going process that requires attention throughout the entire course of a project. 
Advice from supervisors or the University Research Ethics Committee should be 
sought if concerns arise at any stage of the research.  

 
10.2 Research undertaken by Undergraduate students within academic programmes 

 
10.2.1 In undergraduate programmes and all other programmes below Master's level not all 

students will engage in formal research. However, there are many disciplines where it 
is necessary for the student to engage in work that may be regarded as research 
activity and involves human participants. In these cases such research must adhere to 
the University’s policies and procedures related to research. 

 
10.2.2 Undergraduate (UG) students involved in research must complete an Application for 

Ethical Approval.  Where distinct group research projects are being carried out, the 
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group may submit one application, with names of those involved listed on the 
application form. Failure to do so may result in failure of the module. Please refer to 
Appendix 9.  

 
10.2.3 Departments are developing their own supplementary guidance around research 

ethics in particular subjects that will be particularly useful in supporting the 
assessment of ethical issues and subsequent approval for research undertaken by 
undergraduate students. Supplementary guidance that has been agreed by the 
Research Ethics Committee is provided in Appendices 8-12. 

 
10.2.4 Lists of UG research projects - individual and group - and confirmation of ethical 

approval will be recorded and kept at academic department level.  The Research 
Ethics Committee will periodically request information on undergraduate research 
projects for note and to inform future practice. Please see Appendix 12 for guidance. 

 
10.2.5 Heads of Academic Departments should ensure that clear records relating to research 

carried out by their students demonstrate compliance with the University’s 
procedures. If in doubt research proposals should be raised with the Ethical Approvals 
Sub-group who may require the proposal to be considered at the Research Ethics 
Committee. 

 
10.2.6 Where new academic programmes are being developed, consideration should be 

given to the ethical implications of the new programme, and where issues may 
consistently arise, programme coordinators may be asked to attend the Research 
Ethics Committee to discuss the new programme. 

 
 

10.3 Appeals 
 

Should the Application for Ethical Approval not be approved the student or member of 
staff can appeal to the Vice-Chancellor who can take Chair's action on behalf of the 
Research Ethics Committee. This does not affect the normal Appeals Procedure of 
the Academic Regulations for students and staff and is available on the University’s 
Intranet. 
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11. Financial Regulations: Gifts, Hospitality and Register of Interests 
 

11.1 Staff and students undertaking research need to be aware of the University’s 
Financial Regulations Anti-corruption and Anti-bribery policy, in terms of receiving gifts 
or hospitality. It is an offence under the Bribery Act 2010 
(http://www.legislation.gov.uk/ukpga/2010/23/introduction) for anyone undertaking 
research at the University of Chichester to accept corruptly any gift or consideration 
as an inducement or reward for doing, or refraining from doing, anything in an official 
capacity or showing favour or disfavour to any person in an official capacity. The 
relevant policies can be found on the University website at http://www.chi.ac.uk/about-
us/how-we-work/policies/finance . 

 
11.2 Staff and students should be aware that they must follow the University’s Financial 

Regulations at all times. These are available on the University website at 
(http://www.chi.ac.uk/about-us/how-we-work/policies/finance).  These regulations also 
include rules regarding maximisation of income, allowable expenditure and the 
ownership of assets purchased with University funds (which include those provided by 
research sponsors). 

 
11.3 In accordance with Companies Acts, the University Secretary maintains a Register of 

Interests relating to the Directors of the company, the University of Chichester, its 
subsidiary companies and also senior Finance Department staff.   The Register is 
updated annually and at such times as circumstances change.  The Deputy Vice-
Chancellor is permitted to view entries in the case of an investigation of a potential 
conflict of interests, but this would be on an exceptional basis only. 

 
Further information can be obtained from the Finance Department.  

http://www.legislation.gov.uk/ukpga/2010/23/introduction
http://www.chi.ac.uk/about-us/how-we-work/policies/finance
http://www.chi.ac.uk/about-us/how-we-work/policies/finance
http://www.chi.ac.uk/about-us/how-we-work/policies/finance
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Glossary 
 
Anonymity – the state of being anonymous; ensuring that an individuals’ identify is not disclosed and/or linked to 
individual responses through participation in or dissemination of a research project. 
 
Confidentiality – ensuring that information is accessible only to those authorised to have access. 
 
Data – any information which is processed automatically or recorded with the intention to process automatically; 
recorded as, or with the intention that it be part of a manual filing system; information contained in a health, 
educational or social services record.  
 
Health record – information relating to the physical or mental health of an individual which has been created by a 
health professional in connection of the care of that individual 
 
Human participants – any individual participating in the research activity; this includes samples of human tissues 
(e.g. blood, saliva or urine samples) 
 
Intellectual Property – the concept of intellectual property refers to products (outcomes) of creativity and/or 
innovation, which can be allocated ownership through patents, trademarks or copyright. IP can relate to designs, 
inventions, research findings, systems or processes, unique formulae or mathematical models, written work, ideas 
and specific knowledge. 
 
Investigation / Studies – work often conducted by undergraduate students as part of their programme 
 
Liability - The University’s insurance policy covers almost all aspects of liability in the course of its normal work. If 
the nature of the research is particularly unusual or runs a particular risk of litigation then the application will also 
be scrutinised by the Research Office and/or Finance Department. 
 
Misconduct – The fabrication or falsification, plagiarism or deception in proposing, carrying out or reporting of 
research findings or outcomes, or deliberated dangerous or negligent deviations from accepted research conduct.  
 
Personal data – relates to a living or deceased individual who can be identified from that data. 
 
Plagiarism – the theft or misappropriation of intellectual property and the substantial unattributed copying of text 
prepared by another author. 
 
Processing of data – covers the manner of obtaining, recording, holding, altering, retrieving destroying or 
disclosing information 
 
Research – a process of investigation leading to new insights, effectively shared  
 
Research ethics – rules or principles of behaviour in the conduct of research 
 
Research participant / respondent – any person from whom data /information is obtained. 
 
Risk assessment – an assessment of all the risks that may be involved in conducting the research. At the same 
time the researcher should indicate the level of risk and any mitigation against those risks occurring. 
 
Sensitive data –data that, if released to unauthorised persons, would be likely to cause damage or distress to 
one or more individuals or to the University, including personally and commercially confidential documents and 
infringement of intellectual property rights.  Any data that could be used for illegal purposes is also included. 
 
Vulnerable group – groups of individuals who may be particularly vulnerable to exploitation, harm or distress 
including but not limited to children, elderly, those suffering from mental illness. 
 
 
 
 


